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ABSTRACT: Ad-hoc low-power wireless networks are an exciting research direction in sensing and pervasive computing. Prior security work in this 

area has focused primarily on denial of communication at the routing or medium access control levels. This paper explores resource depletion attacks 

at the routing protocol layer, which permanently disable networks by quickly draining nodes’ battery power. These “Vampire” attacks are not specific 

to any specific protocol, but rather rely on the properties of many popular classes of routing protocols. We find that all examined protocols are 

susceptible to Vampire attacks, which are devastating, difficult to detect, and are easy to carry out using as few as one malicious insider sending only  

protocol compliant messages. 

 

   

 
1.INTRODUCTION: 

Ad-hoc wireless sensor networks 

(WSNs) promise exciting new applications in 

the near future, such as ubiquitous on-demand 

computing power, continuous connectivity, and 

instantly-deployable communication for military 

and first responders. Such networks already 

monitor environmental conditions, factory 

performance, and troop deployment, to name a 

few applications. As WSNs become more and 

more crucial to the everyday functioning of 

people and organizations, availability faults 

become less tolerable — lack of availability can 

make the difference between business as usual 

and lost productivity, power outages, 

environmental disasters, and even lost lives; 

thus high availability of these networks is a 

critical property, and should hold even under 

malicious conditions. Due to their ad-hoc 

organization, wireless ad-hoc networks are 

particularly vulnerable to denial of service 

(DoS) attacks, and a great deal of research has 

been done to enhance survivability. 

While these schemes can prevent attacks 

on the short-term availability of a network, they 

do not address attacks that affect long-term 

availability — the most permanent denial of 

service attack is to entirely deplete nodes’ 

batteries. This is an instance of a resource 

depletion attack, with battery power as the 

resource of interest. In this paper we consider 

how routing protocols, even those designed to 

be secure, lack protection from these attacks, 

which we call Vampire attacks, since they drain 

the life from networks nodes. These attacks are 

distinct from previously-studied DoS, reduction 

of quality (RoQ), and routing infrastructure 

attacks as they do not disrupt immediate 

availability, but rather work over time to 

entirely disable a network. While some of the 

individual attacks are simple, and power-

draining and resource exhaustion attacks have 

been discussed before, prior work has been 

mostly confined to other levels of the protocol 

stack, e.g. medium access control (MAC) or 

application layers, and to our knowledge there is 

little discussion, and no thorough analysis or 

mitigation, of routing-layer resource exhaustion 

attacks. 

Vampire attacks are not protocol-

specific, in that they do not rely on design 

properties or implementation faults of particular 
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routing protocols, but rather exploit general 

properties of protocol classes such as link-state, 

distance-vector, source routing and geographic 

and beacon routing. Neither do these attacks 

rely on flooding the network with large amounts 

of data, but rather try to transmit as little data as 

possible to achieve the largest energy drain, 

preventing a rate limiting solution. Since 

Vampires use protocol-compliant messages, 

these attacks are very difficult to detect and 

prevent. 

Contributions. This paper makes three 

primary contributions. First, we thoroughly 

evaluate the vulnerabilities of existing protocols 

to routing layer battery depletion attacks. We 

observe that security measures to prevent 

Vampire attacks are orthogonal to those used to 

protect routing infrastructure, and so existing 

secure routing protocols such as Ariadne, 

SAODV, and SEAD do not protect against 

Vampire attacks. Existing work on secure 

routing attempts to ensure that adversaries 

cannot cause path discovery to return an invalid 

network path, but Vampires do not disrupt or 

alter discovered paths, instead using existing 

valid network paths and protocol compliant 

messages. Protocols that maximize power 

efficiency are also inappropriate, since they rely 

on cooperative node behavior and cannot 

optimize out malicious action. Second, we show 

simulation results quantifying the performance 

of several representative protocols in the 

presence of a single Vampire (insider 

adversary). Third, we modify an existing sensor 

network routing protocol to provably bound the 

damage from Vampire attacks during packet 

forwarding. 

 

 2. EXISTING SYSTEM:     
                  

Existing work on secure routing attempts 

to ensure that adversaries cannot cause path 

discovery to return an invalid network path, but 

Vampires do not disrupt or alter discovered 

paths, instead using existing valid network paths 

and protocol compliant messages. Protocols that 

maximize power efficiency are also 

inappropriate, since they rely on cooperative 

node behavior and cannot optimize out 

malicious action.  

 

3.PROPOSED SYSTEM: 

                 In proposed system we show 

simulation results quantifying the performance 

of several representative protocols in the 

presence of a single Vampire. Then, we modify 

an existing sensor network routing protocol to 

provably bound the damage from Vampire 

attacks during packet forwarding. 

 

4. MODULE DESCRIPTION: 

 

4.1. Data-Verification    

        In data verification module, receiver 

verifies the path. Suppose data come with 

malicious node means placed in malicious 

packet. Otherwise data placed in honest packet. 

This way user verifies the data’s. 

 
4.2 Denial of service 

In computing, a denial-of-service attack 

or distributed denial-of-service attack is an 

attempt to make a machine or network resource 

unavailable to its intended users. Although the 

means to carry out, motives for, and targets of a 

DoS attack may vary, it generally consists of 

efforts to temporarily or indefinitely interrupt or 

suspend services of a host connected to the 

Internet. 
 
4.3 User Module: 

 In user module, verify user and any time 

create a new path. In security purpose user give 

the wrong details means display wrong node 

path otherwise display correct node path. 

 

4.4. Stretch Attack: 

        Stretch attack, where a malicious node 

constructs artificially long source routes, 

causing packets to traverse a larger than optimal 

number of nodes. An honest source would select 

the route Source → F → E → Sink, affecting 

http://en.wikipedia.org/wiki/Computing
http://en.wikipedia.org/wiki/User_%28computing%29
http://en.wikipedia.org/wiki/Web_service
http://en.wikipedia.org/wiki/Host_%28network%29
http://en.wikipedia.org/wiki/Internet
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four nodes including itself, but the malicious 

node selects a longer route, affecting all nodes 

in the network. These routes cause nodes that do 

not lie along the honest route to consume energy 

by forwarding packets they would not receive in 

honest scenarios. 

 
5.Data Flow Diagram : 

 

  The DFD is also called as bubble 

chart. It is a simple graphical formalism that can 

be used to represent a system in terms of the 

input data to the system, various processing 

carried out on these data, and the output data is 

generated by the system. 

SYSTEM DESIGN  

User 

 

 

 

User Case Diagram 
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Fig:Loose source routing performance 
compared to optimal, in a network with diameter 
slightly above 10. The dashed trend line 
represents expected path length when nodes 
store logN local state, and the solid trend line 
shows actual observed performance. 

 

 

System Configuration:- 

 

H/W System Configuration:- 

 

        Processor               -    Pentium –III 

 

Speed                    -    1.1 Ghz 

RAM                     -    256  MB(min) 

Hard Disk            -   20 GB 

Floppy Drive        -    1.44 MB 

Key Board           -    Standard Windows 

Keyboard 

Mouse                  -    Two or Three 

Button Mouse 

Monitor                  -    SVGA 
 

S/W System Configuration:- 

 

Operating System   :Windows XP  

Front End   :   JAVA,RMI, SWING 
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6. CONCLUSION 

 

 We defined Vampire attacks, a new class 

of resource consumption attacks that use routing 

protocols to permanently disable ad-hoc 

wireless sensor networks by depleting nodes’ 

battery power. These attacks do not depend on 

particular protocols or implementations, but 

rather expose vulnerabilities in a number of 

popular protocol classes. We showed a number 

of proof-of-concept attacks against 

representative examples of existing routing 

protocols using a small number of weak 

adversaries, and measured their attack success 

on a randomly-generated topology of 30 nodes.  
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